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Our Vision.

Inspired by our heritage and the teachings of Jesus, St Michael’s is a community of love where everyone belongs, is nurtured and is empowered to flourish

Our Inspiration

“For I know the plans I have for you,” declares the LORD,” plans to prosper you and not to harm you, plans to give you hope and a future.”

Jeremiah 29:11

"And now these three remain: faith, hope and love. But the greatest of these is love." 

1 Corinthians 13:13 

Our Values

Mission, Integrity, Compassion, Honesty, Appreciation, Encouragement, Love 
	Member of Staff Responsible:
	Sarah Dring

	Chair of Governors
	Debra Wailes

	Headteacher:
	Sarah Dring

	Date Policy Adopted:
	September 2026

	Policy Review Date: 
	September 2027


Introduction
St Michael’s CE Primary School recognises that digital technology is an integral part of modern life and can provide significant benefits for teaching, learning, communication, creativity and personal development.
The school is committed to ensuring that pupils, staff, parents, governors and visitors are able to use technology safely, responsibly and confidently.
Online safety is an integral part of safeguarding and is not treated as a separate or optional area of school life. The school recognises that children may experience harm both online and offline and that online activity can increase or contribute to safeguarding risks.
This policy should therefore be read alongside the:

· Child Protection and Safeguarding Policy

· Behaviour Policy

· Staff Code of Conduct

· Acceptable Use Agreements

· Computing Policy

· Anti-Bullying Policy

· Relationships, Sex and Health Education Policy

· Data Protection and Privacy Policy

· Remote Education arrangements

· Complaints Policy
This policy reflects the expectations of Keeping Children Safe in Education 2026 (KCSIE 2026), applicable from 1 September 2026, and relevant Department for Education guidance and digital and technology standards.

Purpose and aims

The purpose of this policy is to:

1. protect children and staff from inappropriate, harmful or illegal online content and activity;

2. promote safe, responsible and respectful use of technology;

3. ensure that appropriate filtering and monitoring systems are in place;

4. ensure that filtering and monitoring arrangements are regularly checked and reviewed;

5. establish clear procedures for responding to online safety concerns and incidents;

6. provide clear expectations regarding mobile phones and smart technology;

7. ensure that online safety is embedded across the curriculum and wider safeguarding provision;

8. develop pupils' digital resilience and critical understanding;

9. ensure staff understand their safeguarding responsibilities in relation to technology;

10. ensure governors receive appropriate assurance regarding online safety, filtering and monitoring;

11. recognise and respond to emerging technologies, including generative artificial intelligence;

12. work in partnership with parents and carers to promote children's safety online.

Online safety as part of safeguarding
Online safety is a safeguarding responsibility for the whole school community.

The school recognises the four broad areas of online risk:
Content

Children may be exposed to inappropriate, harmful or illegal material, including pornography, violence, extremist material, misinformation, disinformation or content generated or manipulated using artificial intelligence.
Contact

Children may experience harmful or inappropriate contact from other children or adults, including grooming, exploitation, harassment or abuse.
Conduct

Children may engage in or experience harmful online behaviour, including cyberbullying, abuse, sharing of inappropriate material, image-based abuse, exclusion, threats and other harmful behaviours.
Commerce

Children may be exposed to scams, phishing, financial exploitation, inappropriate advertising, gambling or other commercial risks.

The school will ensure that online safety is considered when developing and reviewing safeguarding policies, curriculum provision, staff training, parental engagement and pastoral support.

Leadership and responsibilities
Governing Body

The Governing Body will:

· ensure that appropriate filtering and monitoring systems are in place;

· ensure that filtering and monitoring arrangements are regularly reviewed;

· seek assurance that online safety arrangements meet safeguarding requirements;

· ensure that online safety is reflected in relevant school policies;

· receive appropriate information about significant online safety incidents and emerging risks;

· ensure that staff receive appropriate safeguarding and online safety training.
Headteacher

The Headteacher has overall responsibility for ensuring that this policy is implemented and that online safety arrangements form part of the school's wider safeguarding framework.

The Headteacher will ensure that:

· appropriate systems and procedures are in place;

· staff understand their responsibilities;

· concerns are appropriately escalated;

· governors receive appropriate assurance;

· serious incidents are dealt with through safeguarding procedures.
Designated Safeguarding Lead

The DSL will:

· maintain oversight of online safeguarding concerns;

· work with the Computing/Digital Lead and IT provider regarding filtering and monitoring;

· ensure that online safeguarding concerns are recorded and responded to appropriately;

· ensure that online safety incidents are considered within the school's safeguarding processes;

· identify patterns or emerging risks;

· contribute to staff training;

· ensure that online safety is reflected within safeguarding practice and curriculum planning.
Computing Subject Leader / Digital Lead

The Computing Subject Leader/Digital Lead will:

· coordinate the school's online safety provision;

· liaise with the school's IT provider;

· oversee routine filtering checks;

· maintain appropriate records of filtering and monitoring checks;

· report concerns or significant issues to the DSL and Headteacher;

· support staff in the safe use of digital technology;

· ensure online safety education is appropriately embedded within the curriculum;

· support the review of emerging technology, including AI.
IT provider

The school's IT provider will:

· maintain appropriate filtering and monitoring systems;

· maintain appropriate network and device security;

· respond promptly to technical concerns;

· provide appropriate reporting and alerting;

· support the school in reviewing the effectiveness of filtering and monitoring;

· advise the school of significant technical or safeguarding risks;

· ensure that new devices and systems are compatible with appropriate filtering, monitoring and security arrangements.

Filtering

The school provides internet access to support teaching, learning, administration and communication.
Filtering is preventative. It is designed to prevent users accessing illegal, inappropriate or potentially harmful content.
The school's internet filtering is provided through its approved IT/Internet Service Provider arrangements.
Filtering must be:

· appropriate to the age and needs of pupils;

· appropriate to the school's safeguarding requirements;

· effective across school-managed devices and networks;

· regularly reviewed;

· capable of responding to emerging online risks;

· appropriately managed so that legitimate educational content is not unnecessarily blocked.
The school will work with its IT provider to ensure that filtering remains appropriate as technology and online risks develop.
The school recognises that no filtering system can guarantee that all inappropriate content will be blocked. Filtering therefore forms one part of a wider safeguarding approach and does not replace education, supervision, monitoring or professional judgement.
Filtering checks and review

The school will undertake regular checks of its filtering arrangements.
The Computing Subject Leader/Digital Lead will:

· undertake and record routine checks of filtering;

· review alerts and blocked content;

· identify any patterns or weaknesses;

· report significant concerns to the DSL and Headteacher;

· liaise with the IT provider where changes are required.
The school will ensure that filtering is reviewed at least annually and whenever there is a significant change to technology, the school network, safeguarding risks or the school's digital provision.
The school will also review its filtering arrangements following any significant incident or where there is evidence that filtering may not be operating effectively.

The school will maintain evidence of checks and actions taken so that governors can receive appropriate assurance.

Monitoring

Monitoring is reactive. It identifies and, where appropriate, records activity that may indicate inappropriate, harmful or concerning use of technology.
The school uses its monitoring system to identify potentially harmful activity, including inappropriate searches, websites, keywords or other indicators of concern.
The school's current monitoring arrangements include Senso, which provides alerts to designated members of staff. Weekly violation alerts are reviewed and serious concerns can generate urgent notifications.

Monitoring arrangements will:
· identify individual users wherever technically possible;

· generate alerts where concerning activity is identified;

· enable appropriate staff to investigate alerts;

· ensure safeguarding concerns are escalated to the DSL;

· be reviewed regularly to ensure that the system remains effective;

· take account of the school's age range and safeguarding risks.

Monitoring is not intended to replace professional judgement. An alert does not automatically indicate that a child has done something wrong or is at risk; it must be considered within the appropriate context.
Responding to filtering and monitoring alerts
Where an inappropriate or concerning search, website, image, phrase or other activity is identified:
1. The alert will be reviewed by an appropriate member of staff.

2. The seriousness and context will be considered.

3. Where appropriate, the DSL or Deputy DSL will be informed.

4. Safeguarding concerns will be recorded on CPOMS in accordance with the Child Protection and Safeguarding Policy.

5. Parents/carers will be contacted where appropriate and in line with safeguarding procedures.

6. Behavioural consequences will be applied where appropriate under the Behaviour Policy.

7. Serious safeguarding concerns will be escalated in accordance with the school's safeguarding procedures.

8. Where necessary, the school will liaise with the IT provider, local authority, police or other relevant agencies.
Where a website or content is identified as unsuitable, it will be reported to the appropriate IT provider and blocked where appropriate.
Generative Artificial Intelligence and emerging technology
The school recognises that generative artificial intelligence and other emerging technologies create both educational opportunities and new safeguarding risks.

The school will ensure that:
· pupils are taught age-appropriate information about AI and its risks;

· staff understand the safeguarding, privacy, ethical and professional considerations associated with AI;

· pupils understand that AI-generated information may be inaccurate, misleading or manipulated;

· pupils are taught to critically evaluate information and identify potentially AI-generated content;

· personal or confidential information is not entered into unauthorised AI systems;

· AI tools used in school are appropriately assessed and approved;

· filtering and monitoring arrangements consider risks associated with AI tools;

· AI-generated content, including deepfakes or manipulated images, is considered within online safety education;

· emerging AI risks are considered within safeguarding and curriculum review.
Any AI product used with pupils must be appropriately assessed before use and must comply with the school's safeguarding, data protection and acceptable use requirements.

Online safety education
Online safety is taught through the Computing curriculum and reinforced through PSHE, relationships and health education, collective worship, assemblies, pastoral work and wider school life.
Pupils will be taught to:

· use technology safely and responsibly;

· recognise inappropriate and harmful content;

· protect personal information;

· create secure passwords and understand account security;

· understand digital footprints;

· recognise grooming and inappropriate contact;

· respond to cyberbullying;

· understand online relationships and respectful behaviour;

· identify misinformation and disinformation;

· recognise scams, phishing and financial risks;

· understand the risks associated with social media;

· understand the risks associated with gaming and online communication;

· understand the risks associated with AI-generated and manipulated content;

· know how to report a concern;

· know who they can speak to if something online makes them worried, frightened or uncomfortable.
Children will be encouraged to report concerns without fear of blame or punishment.

Mobile phones and smart technology
From 1 September 2026, St Michael's CE Primary School will operate as a mobile-phone-free school by default, in accordance with the Department for Education's statutory guidance.
Pupils must not have access to or use mobile phones during the school day, including:
· lessons;

· transitions between lessons;

· breaktimes;

· lunchtime;

· other activities taking place during the school day.
For the purposes of this policy, the restrictions also apply to smart technology with functionality similar to a mobile phone, including devices capable of sending or receiving messages or notifications over a mobile network or recording audio or video.

This includes, where applicable:

· smartphones;

· smartwatches with communication functionality;

· devices capable of recording audio/video;

· other internet-enabled communication devices;

· similar wearable or smart technology.

Mobile phones brought to school

Where a pupil needs to bring a mobile phone to school because of their journey to or from school, the phone must be:
· switched off or appropriately secured;

· handed to the school office on arrival;

· stored securely for the duration of the school day;

· collected at the end of the school day.
Pupils must not use mobile phones while on the school premises during the school day.

The school will communicate these expectations clearly to pupils and parents/carers at the start of each academic year.
Mobile phone misuse

Where a pupil breaches the mobile phone or smart technology requirements, the school will respond in accordance with the Behaviour Policy.
Responses will be proportionate and will take account of:

· the pupil's age;

· SEND;

· individual circumstances;

· the nature of the misuse;

· whether safeguarding concerns are present;

· whether the device has previously been misused.
Where misuse raises a safeguarding concern, the matter will be referred to the DSL.

Where appropriate, the school may use its lawful powers to search for prohibited or restricted items in accordance with legislation, the Behaviour Policy and DfE guidance.

Staff use of mobile phones and smart technology
Staff must model safe, responsible and professional use of technology.

Staff must not use personal mobile phones or personal smart devices in front of pupils except where this is:
· specifically authorised;

· required for a legitimate school purpose;

· necessary in an emergency;

· required as part of an agreed safeguarding arrangement.
Personal devices must not be used to photograph or record pupils unless specifically authorised through the school's agreed systems and procedures.

Staff must not communicate with pupils through personal social media accounts or personal messaging services.
Staff must comply with the Staff Code of Conduct and Acceptable Use Policy.

Cameras, recording and image use
Any photography, video or audio recording of pupils must be undertaken using school-approved equipment or systems wherever possible.

The school will comply with its data protection and image consent arrangements.

Photographs and videos of pupils will only be published or shared in accordance with parental consent, school procedures and data protection requirements.

Email and online communication
Pupils will use school-approved accounts and systems for school-related communication.

Pupils will be taught:

· not to share personal information;

· not to arrange to meet anyone they have met online;

· not to open suspicious emails or attachments;

· not to respond to inappropriate messages;

· to report anything that makes them feel uncomfortable.

Staff must use approved school systems for professional communication.
Social media
The school recognises that social media presents particular safeguarding risks.

Pupils will receive age-appropriate education about:

· social media;

· online identity;

· privacy;

· digital footprints;

· online relationships;

· cyberbullying;

· inappropriate content;

· age restrictions;

· reporting and blocking mechanisms.
The school expects staff to maintain appropriate professional boundaries online and to comply with the Staff Code of Conduct and Social Media arrangements.

Parents and carers will be encouraged to discuss online safety with their children and to monitor age-appropriate use of social media and online services.

Cyberbullying
Cyberbullying is treated as seriously as other forms of bullying.

Cyberbullying may include:

· abusive messages;

· threats;

· exclusion from online groups;

· spreading rumours;

· sharing images without permission;

· impersonation;

· harassment;

· deliberately humiliating another person online.

Reports of cyberbullying will be dealt with under the Behaviour and Anti-Bullying Policies.

Where cyberbullying indicates a safeguarding concern, the DSL will be informed.
Personal data and information security
The school will protect personal information in accordance with applicable data protection legislation and the school's Data Protection Policy.

Staff must:

· use approved systems for storing and sharing school information;

· protect passwords and accounts;

· not share login credentials;

· not store confidential information on unsecured removable devices;

· report suspected data breaches promptly;

· follow the school's information security procedures.

Devices used to access school systems must be appropriately secured.
Device security
School devices must be configured and maintained to appropriate security standards.

New devices and digital services must be assessed to ensure that they are compatible with the school's:

· filtering arrangements;

· monitoring systems;

· safeguarding requirements;

· cyber security arrangements;

· data protection requirements.

The school will work with its IT provider to ensure that devices receive appropriate security updates and that unsupported or insecure devices are not used where they present an unacceptable risk.
Video conferencing and webcams
Video conferencing will only take place using school-approved platforms.

Pupils must be supervised by an appropriate member of staff when participating in video conferencing as part of school activity.

Staff will ensure that:

· appropriate privacy settings are used;

· meeting links are protected;

· pupils understand expected behaviour;

· recording is only undertaken where authorised;

· safeguarding concerns are reported.

Internet access
Internet access is provided to support learning and school administration.

Staff will select age-appropriate websites and digital resources.

Pupils will be taught that internet information is not necessarily accurate and that they should evaluate information critically.

They will be taught to:

· check the reliability of information;

· consider the source;

· recognise bias and misinformation;

· understand that online content may be manipulated;

· acknowledge sources appropriately.
Remote learning and online communication
Where remote learning or online communication is used, pupils and staff must follow the school's approved systems and expectations.

The same safeguarding standards apply whether learning takes place on or off the school site.

The school will ensure that online safety arrangements are considered when using:

· video conferencing;

· learning platforms;

· messaging systems;

· online homework platforms;

· digital assessment systems;

· cloud-based services.
Reporting concerns
Any member of the school community who encounters online content or activity that causes concern should report it immediately.

Pupils should report concerns to:

· their class teacher;

· another trusted adult;

· the DSL or Deputy DSL;

· another member of staff they feel safe speaking to.

Staff must follow the Child Protection and Safeguarding Policy where a concern may indicate that a child is at risk of harm.

Online safety concerns must never be dismissed simply because the activity took place outside school.
Complaints
Complaints regarding internet use, online behaviour or technology misuse should be referred to the Headteacher or dealt with through the school's established complaints procedures.

Complaints involving safeguarding concerns will be managed under the Child Protection and Safeguarding Policy.

Complaints relating to staff misuse will be referred to the Headteacher and managed in accordance with safeguarding, disciplinary and staff conduct procedures as appropriate.
Staff training
All staff will receive regular safeguarding training that includes online safety.

Training will cover, as appropriate:

· online safeguarding risks;

· filtering and monitoring;

· cyberbullying;

· online grooming and exploitation;

· harmful content;

· online abuse;

· mobile phones and smart technology;

· social media;

· data protection;

· phishing and cyber security;

· generative AI and emerging technologies;

· reporting and responding to concerns

Staff will be expected to understand that online safety is part of their safeguarding responsibilities.
Parent and carer engagement
The school will work with parents and carers to promote children's online safety.

Parents will receive information about:

· the school's online safety expectations;

· mobile phone and smart technology arrangements;

· age-appropriate use of online services;

· reporting concerns;

· parental controls;

· emerging online risks;

· AI and digital technologies.

Online safety information and signposting will be made available through the school's usual communication channels.

Monitoring and review of this policy
This policy will be reviewed annually and sooner where required.

The review will consider:

· changes to KCSIE;

· changes to DfE statutory guidance;

· changes to filtering and monitoring standards;

· emerging technology;

· generative AI developments;

· mobile phone and smart technology developments;

· safeguarding incidents and trends;

· feedback from pupils, staff and parents;

· reports from the school's IT provider;

· filtering and monitoring records;

· relevant safeguarding audits.

The Governing Body will receive appropriate assurance that the school's online safety, filtering and monitoring arrangements remain effective.
Related legislation and guidance
This policy should be read alongside the most current versions of:

· Keeping Children Safe in Education

· Department for Education: Mobile Phones in Schools

· Department for Education: Meeting Digital and Technology Standards in Schools and Colleges

· Department for Education: Filtering and Monitoring – Core Standard

· Department for Education: Generative Artificial Intelligence in Education

· Department for Education: Teaching Online Safety in Schools

· Department for Education: Relationships, Sex and Health Education

· Data protection legislation

· Education legislation and statutory safeguarding guidance

· School Behaviour Policy

· Child Protection and Safeguarding Policy

· Computing Policy

· Acceptable Use Policy

· Staff Code of Conduct

· Anti-Bullying Policy

· Data Protection Policy



Appendix 1 – St Michael's filtering and monitoring assurance
The school will maintain evidence of:

· filtering provider and system;

· monitoring provider and system;

· nominated staff responsible for reviewing alerts;

· routine filtering checks;

· monitoring checks;

· significant alerts and actions taken;

· incidents recorded on CPOMS where appropriate;

· communication with the IT provider;

· annual review of filtering and monitoring;

· governor assurance;

· actions arising from audits or reviews.



Appendix 2 – Mobile phone and smart technology expectations

Pupils

· Mobile phones must not be used during the school day.

· Phones brought to school must be handed to the office on arrival.

· Smartwatches and other smart devices with communication, recording or similar functionality are subject to the same expectations.

· Devices must not be used to photograph, record, message or communicate during the school day.

· Any agreed medical, SEND or safeguarding exception must be authorised by the school.

Staff

· Personal phones should not be used in front of pupils except where authorised or necessary.

· Personal devices must not be used to photograph or record pupils unless specifically authorised.

· Staff must use approved school systems for professional communication.

· Staff must follow the Staff Code of Conduct and Acceptable Use Policy.

Parents and carers

· Parents should not contact pupils directly on mobile devices during the school day.

· Parents should contact the school office where they need to communicate with their child.

· Parents are asked to support the school's mobile-phone-free approach.



Appendix 3 – Annual online safety assurance cycle

Autumn Term

· Review this policy against current KCSIE and DfE guidance.

· Confirm filtering and monitoring responsibilities.

· Check filtering and monitoring arrangements.

· Confirm mobile phone and smart technology arrangements.

· Deliver staff online safety refresher training.

· Remind pupils and parents of online safety and mobile phone expectations.

· Review emerging technology and AI risks.

Spring Term

· Review filtering and monitoring records and trends.

· Undertake pupil voice on online safety.

· Review curriculum coverage.

· Review online safety incidents and safeguarding trends.

· Review staff understanding and training needs.

· Liaise with IT provider regarding system effectiveness.

Summer Term

· Complete annual filtering and monitoring assurance review.

· Review effectiveness of online safety education.

· Review mobile phone and smart technology arrangements.

· Report appropriate assurance to governors.

· Identify priorities for the following academic year.

· Update the policy in preparation for September.




