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Our vision: Immersed in a Christian Community, each individual is encouraged, challenged and nurtured to learn and grow to achieve their full potential.
 
Our Inspiration: “For I know the plans I have for you,” declares the LORD,” plans to prosper you and not to harm you, plans to give you hope and a future.”
Jeremiah 29:11
 
Our School Values: Love, Faith, Honesty, Kindness, Courage, and Respect.
Next Review Date: 
February 2025
E–Safety Policy Introduction
The purpose of this policy is to ensure that all staff, parents, governors and pupils understand and agree the school’s approach to E-Safety.  The policy relates to other policies including ICT Curriculum, Bullying, Child Protection and Health and Safety.

Writing and reviewing the E-Safety policy.

The school has a designated E-Safety Co-ordinator.

The E-Safety policy has been agreed by the Senior Leadership Team and approved by the Governors.  It is reviewed on an annual basis.

Teaching and Learning

The purpose of internet access in school is to raise educational standards, to support the professional work of staff and to enhance the school’s management information and business administration systems.  Access to the internet is a necessary tool for staff and students.  It helps to prepare students for their on-going career and personal development needs.

New technologies have revolutionised the movement, access and storage of information with important implications for all schools.  Use of computers, mobile devices, broadcast media, the internet, digital recorders of sound and images together with increased opportunities to collaborate and communicate are changing established ideas of when and where learning takes place.  At St Michael’s CE  Primary school, we recognise that learning is a life long process and that E-Learning is an integral part of it.  Ensuring that we provide pupils with the skills to make the most of information and communication technologies is an essential part of our curriculum.  The school is committed to the continuing development of our ICT infrastructure and embracing new technologies so as to maximise the opportunities for all pupils, staff, parents and the wider community to engage in productive, cooperative and efficient communication and information sharing.

However, as in any other area of life, children are vulnerable and may expose themselves to danger, whether knowingly or unknowingly, when using the internet and other technologies.  Additionally, some young people may find themselves involved in activities which are inappropriate or possibly illegal.  E-Safety seeks to address the issues around using these technologies safely and promote an awareness of the benefits and the risks.  This policy sets out clearly our expectations on pupils, staff, parents and members of the wider community to ensure best practice.
Internet access is provided by Abtec. This includes filtering appropriately to the content and age of pupils. Filtering is provided by Abtec.
Internet access is planned to enrich and extend learning activities.

Access levels are reviewed to reflect the curriculum requirement.

Pupils are given clear objectives for internet use and sign an Internet Agreement.

Staff select sites which support the learning outcomes planned for pupils’ age and maturity. 

Pupils are taught how to take responsibility for their own internet access.

Pupils are taught how to evaluate internet content:
Pupils are taught ways to validate information before accepting that it is necessarily accurate.
Pupils are taught to acknowledge the source of information, when using internet material for their own use.

Pupils are made aware that the writer of an email or the author of a webpage might not be the person claimed.

Pupils are encouraged to tell a teacher immediately if they encounter any material that makes them feel uncomfortable.

Managing Internet Access

Information System Security:
School ICT systems security is reviewed regularly.

Virus protection is updated regularly.

Security strategies are discussed with Abtec.
E-mail

Pupils are allowed to use school email accounts only.

Pupils must tell a teacher immediately if they receive offensive email.

In emails, pupils are taught that they must not reveal their personal details, those of others or arrange to meet anyone without specific permission.

Pupils are taught not to open suspicious incoming email or attachments.

The forwarding of chain letters is not permitted.

Published content and the school website:
The website complies with the school’s guidelines for publications.

Pupils are taught to consider the audience and purpose for the work they publish on the school website and ensure their work is of high quality.

All material must be the author’s own work or where permission to reproduce has been obtained, it is clearly marked with the copyright owner’s name.

The contact details on the website are for school admin only.

Publishing pupil’s images and work:
Children’s photographs are only allowed to go on the website with written permission from the child’s parents.

Children’s photographs are not accompanied by names.

Children’s work which contains photographs must not also contain the child’s name.

Social networking and personal publishing:
Pupils will not be allowed to access public chat rooms.

Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for primary aged pupils.  However, we accept some pupils will still use them: they will be advised never to give out personal details of any kind, which may identify them or their location.

Newsgroups are only available to staff and to senior students with specific permission.

New applications will be thoroughly tested before pupils are given access.

Managing filtering:
The school works’ in partnership with parents and Abtec the school’s Internet Service Provider and school’s IT Support to ensure systems are in place to protect pupils and are reviewed and improved.

Senior staff and the computing subject lead will ensure that weekly checks are made to ensure that the filtering methods selected are appropriate and effective in practice. The Senso system sends weekly violation alerts to designated members of staff. If a severe violation occurs it will send an urgent update. If a violation has occurred, it will be dealt with appropriately. 
The computing subject lead will keep logs of these checks.
If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the computing subject lead. This will then be removed and blocked from the school network indefinitely. If a child or a member of staff searches inappropriately or uses a banned phrase,  Senso will produce a picture of the violation which will flag on the Senso programme. This will then be dealt with by senior staff and the computing subject lead. Parents of children involved will be notified immediately by a senior member of staff. Any incidents of this will be recorded on CPOMS by the computing subject lead.
Specific lessons within the computing national curriculum will be taught specifically to ensure children are taught about E-safety. 

Managing video conferencing and webcam use:
Video conferencing uses the LEA’s approved program and pupils must follow the school’s Behaviour Policy.

Video conferencing is always supervised and pupils do not make calls without a member of staff being present.

Managing technologies:
Pupils are taught that they shouldn’t have a mobile phone on their person in school and that any phone brought in must be handed to the office for the duration of the day.  Mobile phones must not be used in school by pupils.  The sending of abusive or inappropriate text messages is forbidden.

Protection Personal data:
Personal data will be recorded, processed, transferred and made available according to GDPR May 2018.

Staff must not keep confidential information on removable devices such as USB devices unless suitably security protected.

Policy Decisions

Authorising internet access

All staff must read and sign the “Staff code of conduct for ICT” before using any school ICT source.

The school maintains a record of all staff and children who have access to the school’s ICT systems.

Parents are asked to sign a consent form regarding their child’s internet use (see Acceptable Use Policy).

Any person not directly employed by the school will be asked to read and sign the “acceptable use of school ICT resources” before being allowed to access the internet from the school site.

Assessing risks:
The school takes all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a computer connected to the school network.  Neither the school, nor Wigan LA can accept liability for any material accessed, or any consequences of internet access.  The school’s E-safety policy and its implementation will be monitored and reviewed on a regular basis.
Handling E-Safety complaints:
Complaints of internet misuse must be referred to the Headteacher.

Any complaint about staff misuse must be referred to the Headteacher.

Complaints of a child protection nature must be dealt with in accordance with the school’s Safeguarding and Child Protection Policy.

Pupils and parents are informed of the complaint’s procedure.

Pupils and parents are informed of the consequences for pupil misuse of the internet (see Acceptable Use Policy).

Communications Policy

Introducing the E-Safety policy to pupils:
E-Safety rules are posted next to all computers so that all users can see them.

Pupils are informed that internet use is monitored and appropriately followed up.

The children are regularly reminded of online safety.

Cyber Bullying

The school takes bullying very seriously and has robust procedures for identifying and dealing with it.  E-bullying is the use of any communication medium to offend, threaten, exclude or deride another person or their friends, family, gender, race, culture, ability, disability, age or religion.

Pupils are taught about bullying as part of the PSHE curriculum.

We expect all members of our community to communicate with each other with respect and courtesy.  Bullying of any type will not be tolerated by the school and 
will be dealt with under the procedures within the Whole School Policy on Behaviour, including bullying.

Staff and the E-Safety Policy:
All staff are trained regularly and receive a copy of the E-Safety policy.

Staff are informed that network and internet traffic can be traced to an individual user.

Staff will always use a child friendly safe search engine where possible when accessing the web with pupils.

Enlisting parents’ and carers’ support
Parents’ and carers’ attention is drawn to the school’s E-Safety Policy in newsletters, the school brochure and on the school website.

The school has links on its website to E-Safety resources.

The school asks all new parents to sign the pupil / parent agreement when they register their child with the school.

Remote learning
Please see our separate ‘Remote learning policy’ which outlines the e-safety procedures in place for remote learning. We also have a remote learning parent guide which can be found. These policies can be found on our school website under the ‘policies’ tab. https://www.howebridgestmichaels.co.uk/policies/ 

